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Information on the contents of commerce and user indentity 
information are input 



Commerce information is generated based on the information 
on the contents of commerece and the user identity information 



The commerce information is presented to a user 
by the commerce information presenting part 
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A user inputs a hand-written signature through the hand-written 
signature input part provided in the dealer terminal 



Electronic signature data is directly transmitted 
to the electronic signature management server through 
the network from the dealer terminal 
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Abstract information is generated from the electronic 
signature data 
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Electronic watermark information is obtained 
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Electronic signature data with an electronic watermark is 
generated by the electronic watermark embedding 
processing part, using the electronic watermark information 
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The electronic signature data with an electronic watermark 
is stored in the commerce information storing part 
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Information on the contents of commerce and user indentity L^_^601 
information are input 



Commerce information is generated based on the information 
on the contents of commerece and the user identity information 
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The commerce information is directly transmitted 
to the user portable terminal, and presented 
by commerce information presenting part 



-602 
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A user inputs a hand-written signature through the hand-written 
signature input part provided in the user protable terminal 



Electronic signature data is directly transmitted 
to the electronic signature management server through 
the network from the user portable terminal 
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Abstract information is generated from the electronic 
signature data 
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Electronic watermark information is obtained 



3^-609 



Electronic signature data with an electronic watermark is 
generated by the electronic watermark embedding 
processing part, using the electronic watermark information 



The electronic signature data with an electronic watermark 
is stored in the commerce information storing part 
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Information on the contents of commerce and user indentity 
information are input 



Commerce information is generated based on the information 
on the contents of commerece and the dealer information 



The commerce information is directly transmitted 
to the user portable terminal, and presented 
by commerce information presenting part 



^801 



^802 



^803 




804 



A user inputs a hand-written signature through the hand-written ^^805 
signature input part provided in the dealer terminal 



Abstract information is generated from the electronic 
signature data 
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Electronic watermark information is obtained 
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Electronic signature data with an electronic watermark is 
generated by the electronic watermark embedding 
processing part, using the electronic watermark information 
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The electronic signature data with an electronic watermark 
is stored in the commerce information storing part 
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Information on the contents of commerce and user indentity 
information are input 



X 



Commerce information is generated based on the information 
on the contents of commerece and the user identity information 
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The commerce information is directly transmitted 
to the user portable terminal, and presented 
by commerce information presenting part 
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Does the user agree to the presented 
contents of commerce? 



A user inputs a hand-written signature through the hand-written 
signature input part provided in the dealer terminal 



Electronic signature data is directly transmitted 
to the electronic signature management server through 
the network from the dealer terminal 
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Has comparison between 
the registered electronic signature data 
and the user's electornic signature data 
""""^ succeeded? 



/1007 



Has the user confirmed that user 
authentication may be conducted? 
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Abstract information is generated from the electronic 
signature data 



Electronic watermark information is obtained 



Electronic signature data with an electronic watermark is 
generated by the electronic watermark embedding 
processing part, using the electronic watermark information 
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The electronic signature data with an electronic watermark 
is stored in the commerce information storing part 
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Information on the contents 
of commerce and user indentity 
information are input 



Commerce information is generated 
based on the information on the 
contents of commerce and 
the user identity information 




To 404 in Figure 4, 604 in Figure 6, 
804 in Figure 8, or 1004 in Figure 10 



From 413 in Figure 4, 611 in Figure 6, 
810 in Figure 8, or 1012 in Figure 10 



The electronic watermark 
embedding part omits embedding 
of an electronic signature 
with an electronic watermark 



User information and commerce 
information are stored in the 
commerce information storing part 
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